A Few of the More Prevalent Types of Identity Theft
Identity-theft terminology is changing as fast as new ways to steal personal information are created.  This glossary describes current types of identity theft.

	Account Takeover 
	An imposter uses personal information to gain access to another‘s existing accounts.

	Check Washing
	Dipping a check in acetone, which washes the ink off so it can be written for a higher amount.

	Crimeware
	Any computer program or set of programs designed expressly to facilitate illegal activity online.

	Dumpster Diving
	Retrieving personal paperwork and discarded mail from trash dumpsters.

	Hacker
	A person who uses a computer to break into other computer systems to steal, change, or destroy information.

	Identity Theft
	Fraud that is committed or attempted, using a person’s identifying information without authority.

	Identity Fraud
	Differs from identity theft in that the thief uses personal information that is fabricated, rather than information stolen from a real person.

	Mail Fraud
	Used with identity theft, mail fraud is the act of stealing mail to obtain preapproved credit card applications or to obtain sufficient personal identifiers to assume another’s identity.

	Pharming Crimeware 
	Misdirects users to fraudulent sites or proxy servers, typically through Domain Name System (DNS) hijacking or poisoning.

	Phishing
	A type of identity theft in which someone send spam e-mail that looks like it is from a bank or a business to ask for personal information, such as credit-card and Social Security numbers. Hijacking brand names of banks, e-retailers and credit-card companies, phishers often convince recipients to respond.

	Shoulder Surfing
	An identity thief simply stands next to someone at a public office, such as the Department of Motor Vehicles, and watches as the person fills out personal information on a form.

	Skimming
	Usually done by an employee of a restaurant, a gas station, or any other place where you swipe your card. Skimmers have little swiping tools of their own, which they use to quickly swipe a customer’s card.

	Social Engineering
	The practice of obtaining confidential information by manipulation of legitimate users—often by using the telephone or Internet to trick people into revealing sensitive information or getting them to do something that is against typical policies.

	Spam
	Sometimes companies or individuals purchase e-mail address lists to send bogus ads for products and services. The unsolicited e-mail is defined as "Spam," and it fills up e-mail files and could add additional pop-up windows on computer screens.

	Spoof Web Sites
	Spoof Web sites are designed to look like legitimate sites and are used to defraud customers by asking them to enter personal or security details. Fraudsters use these details to access people’s accounts. E-mail scams asking people to update their details will often contain links to spoof Web sites.

	Spyware
	Software that collects information about Internet use. It is often installed without a user’s knowledge while downloading software. 

	Technical Subterfuge 
	Schemes plant crimeware onto personal computers to steal credentials directly, often using Trojan keylogger spyware.

	Trojan
	Trojans are named after the Wooden Horse of Troy and are software programs created by fraudsters to deliver a virus or sinister code to computers to gain computer access. Trojans are often part of a suspicious opened e-mail or a file that may have been downloaded from an untrustworthy or unknown source.

	True-Name Identity Theft
	A thief uses personal information to open new accounts.


